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We have highlighted these areas as Ones to Watch for 
two reasons.

The first is because the areas they address climate 
change, energy security, food production and using scant 
resources more sustainably – are the defining issues for 
our generation, which demand solutions today in order to 
secure our future wellbeing as a nation.

The second is because of the extent to which the 
application of engineering skills is at the very heart of our 
ability to develop and deploy the exciting technology which 
will solve those problems.

Introduction

We know that the Government is already active in 
promoting the opportunities that lie in these industry areas. 

But what this report does is bring them together side-
by-side so we can understand not only the significant 
opportunities they offer the UK, but also the common 
issues and barriers which may hamper their growth – and 
where a more joined-up approach may deliver the solutions 
we need more quickly.

We hope that as you read the report you will share our 
excitement for the new and innovative role engineering will 
play in our future economy.

I N T R O D U C T I O N

Welcome to this report bringing together the Ones to Watch: New Power 
Networks, Space, Cyber Security, Additive Manufacturing (or 3D 
Printing), Food Security and Robotics. These dynamic, fast-growing 
industry areas we at the Institution of Engineering and Technology (IET) 
believe will have a major impact on the future demands the UK places on 
its engineering skills base.

The UK is in the midst of an ambitious programme to decarbonise its electricity sector.



5

I E T  O N E S  T O  W A T C H

This report from the IET highlights six exciting fast-growing 
industry areas which offer significant promise to the UK 
and its economy.

Despite the wide differences between the maturity and 
value of each of these areas today, they have a common 
set of opportunities and challenges which we need to 
overcome to realise their potential for the UK. The key 
themes which cut across each of these areas are:

n Creating the businesses of the future – investment in the 
six technology and industry areas in this report is key 
to making these already mature industries truly fit for 
the future. It is also vital in creating innovative start-ups  
and the opportunity for smaller businesses to establish 
themselves servicing new supply chains.

n The extent of the global opportunity – in each of the 
industry areas highlighted, the UK is either already 
among the global leaders or has the capability to achieve 
that position in the near future. Consequently, they 
represent an important opportunity for the UK to build 
businesses with global potential which can then help our 
economy grow as the deployment of relevant technology 
grows.

n Skills transformation – an important theme is the extent 
to which engineers and technicians will need to train, 
transform and acquire new skills to grow with the 
industrial sectors touched by this report as they change 
and grow.

Executive Summary

n Job creation – each of these industry areas is either 
already playing an important role in job creation today 
or represents a substantial source of employment in the 
future.

n Competition for talent – this represents a challenge on 
two levels. With many of the engineering skills needs 
common across each of the industry areas, they will 
effectively be competing with each other for the best 
people. This comes at a time when competition for the 
same skills from other areas of the economy is growing 
both within the UK and globally.

n Faster adoption of new technology – much of the 
potential of the industry areas highlighted in this report 
lies in the ability of large and small businesses to identify 
and embed innovation in their businesses more quickly.

n The need for greater diversity – to remain competitive 
in the future it is clear all organisations must tap into a 
more diverse talent pool. That means more women, who 
we found to be largely absent in each of the industry 
areas researched for this report, and people from a 
wider range of backgrounds. Diverse talent is vital to 
serving global markets, driving innovation and attracting 
new talent.

The conclusion we draw in this report is that the biggest 
barrier the UK faces in realising our potential as a nation in 
the six industry areas, is meeting the need for the volume 
of engineers and technicians today and in the future as new 
jobs are created.

E X E C U T I V E  S U M M A R Y

Six industry areas marked out 
by opportunity and challenge 
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take for granted is there when and where we need it. As 
a result of this, the business of managing and distributing 
power in the UK is beginning to undergo revolutionary 
changes and engineers are the people who will play a 
pivotal role in keeping the lights on. 

A new generation of engineers
“The electricity industry has been very unfashionable, but 
that is now changing,” says Simon Harrison of engineering 
consultancy, Mott MacDonald. At the heart of this change 
is the need to create a smart grid which will transform 
fundamentally the way the UK manages the transmission, 
distribution and consumption of power by 2020.

It is here that the most exciting opportunities lie. Dave 
Openshaw is Future Networks Senior Advisor at electricity 
network operator, UK Power Networks. He says that 
engineers have a vital role to play in developing new 
ways of managing the electricity grid, including the use 

The UK is in the midst of an ambitious programme 
to decarbonise its electricity sector. From a supply 
perspective, it is replacing coal-fired power stations with a 
diverse mix of renewable and low carbon energy sources at 
large sites and within communities. On the demand side, 
we are turning to low carbon electricity rather than fossil 
fuels to heat our homes and workplaces and provide power 
for transport. 

During 2015/16 the UK’s spare electricity generation 
capacity will drop to its lowest levels on record according to 
UK energy regulator, Ofgem.

Some industry observers believe this could see the country 
struggle to keep the lights on in the case of a cold winter 
or due to any major delays to the next generation of energy 
generation coming on stream. While others would dispute 
the severity of the situation, what is certain is that we will 
have to work ever harder to make sure this utility which we 

New power networks: 
the rebirth of electricity 

1 .  N E W  P O W E R  N E T W O R K S :  T H E  R E B I R T H  O F  E L E C T R I C I T Y 

Some industry observers believe the UK could 
struggle to keep the lights on in the case of a 
cold winter or due to any major delays to new 

energy generation coming on stream.
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of power electronics to convert stored energy from Direct 
Current (DC) to Alternating Current (AC), actively managing 
the network using advanced control and monitoring 
techniques, and using demand side response to control 
real-time power consumption.

From an employment perspective this means the creation 
of new roles in utility companies who will need to use IT 
and telecoms to modernise their existing assets while 
introducing new technology into the way they operate.

According to the UK Commission for Employment and 
Skills (UKCES), these changes to the energy sector will 
also lead to the creation of a burgeoning new generation of 
small and medium-sized businesses who are developing 
technology for the smart grid or helping to service and 
manage it when it is rolled out.

And the opportunity for engineers in the energy sector is 
not just limited to the UK. As Dave Openshaw points out, if 
the industry develops the right solutions to the challenges 
ahead, the UK has an opportunity to develop a global 
leadership position in the delivery and management of 
smart grids. “The solutions and skills we develop can then 
be exported,” he says. 

The skills challenge
The immense scale of the opportunity presented by the 
rebirth of the energy sector is underlined by the sheer 
volume of skilled people needed to support its growth 
through the next two decades.

In the next two years alone, the UKCES1 forecasts that 
30,000 new staff will be needed in the energy sector where 
employment is set to grow by 4% in 2020.

In the area of smart grids, a report from independent 
industry group SmartGrid GB, suggests a further 8-9,000 
new jobs will be created and sustained through the 2020s 
and 2030s as smart grids are rolled out in the UK.

On the supply side, in its last assessment of the sector 
in 2012, the UKCES anticipates employment in wind 
and marine generation could increase by 45,000 in a 
medium growth scenario, while up to 140,000 workers 
could be required in order to deliver the nuclear new 
build programme through to 2025. Overall, a minimum of 
86,000 new recruits will be required in the gas, electricity 
and water industries through to 2025.

An important feature of this change, according to a 
European Commission report on the sector, is the extent to 
which the number of jobs requiring higher level skills will 
grow while those with lower level skills will be in decline 
by 2025. In areas like electrical engineering, it suggests 
demand will double while smart grids will create a  
whole new generation of high-skilled jobs dependent  
on multi-disciplined engineering talent.

Investing in the future
In recognition of the future potential of the energy sector 
and the fact that the UK is already a global leader in 
smart grid technology, employers and the Government are 
already making investments to attract people to the sector.

In June this year, the Energy and Efficiency Industrial 
Partnership launched with the backing of around 80 
employers and £115m of funding to invest in addressing 
the current skills shortage.

1 .  N E W  P O W E R  N E T W O R K S :  T H E  R E B I R T H  O F  E L E C T R I C I T Y 

n The UK’s power sector employs 230,000 people and turns over $50bn a year.2

n It has exports of more than $6bn per year to over 100 countries.2

n UK energy companies are forecast to generate revenues of $300bn by 2030, employing one million workers.2

n A 2013 report from the European Commission identified the UK as the world leader in the development of smart 
grid technology as measured by investment in this area.3

n The UK needs to invest £23bn to upgrade existing power infrastructure to support smart grids by 2050, but if we 
do this quickly we could create an additional £5bn in exports if the UK takes a leadership position.4

The road ahead: a bright future for power
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Separately, the Department for Energy and Climate Change 
is investing £35m through its Energy Entrepreneurs Fund, 
which aims to support the development of new technology 
and businesses which will underpin the roll out of smart 
grids.

Meanwhile, the regulator, Ofgem, is managing £500m of 
investment in smart grids via the Low Carbon Network 
Fund.

If there is a gap remaining it is in the area of graduate 
engineers and technicians. Here, the UKCES says the 
lack of relevant skills at all levels not only threatens the 

growth potential for the newly emerging energy industry, 
but also the UK’s ability to innovate and commercialise the 
technology needed for the future. 

As energy is one of the vital sectors of the future, the 
IET is doing its part by working with partner universities 
to provide incentives, mentoring, and training aimed at 
bringing more highly qualified engineers and technicians 
into the industry through its Power Academy.

“Engineers have a natural ability to respond to stretching 
challenges and find innovative cost-effective solutions. 
Their role in leading the transformation of our electricity 
networks will be critical to the future prosperity of the UK,” 
says Dave Openshaw.1Sector skills insights: energy evidence report – UKCES 2012 

22014 Engineering UK report
3EU report lessons learned and current developments in smart grids
4Smart grid GB

1 .  N E W  P O W E R  N E T W O R K S :  T H E  R E B I R T H  O F  E L E C T R I C I T Y 

The Department for Energy and Climate Change is investing £35m to support the development of new technology and businesses which will underpine the roll-out of smart grids.
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Smarter Grid Solutions is a small but rapidly growing 
company enabling power companies to increase network 
capacity without building new infrastructure. 

The Glasgow-based company was born out of a joint 
research project by Strathclyde University, which was 
looking at the practical issues raised by the connection 
of wind turbines in Orkney to the grid. When the 
research programme was completed, SSE sought further 
help in implanting a connection programme. Smarter 
Grid Solutions was founded to provide that assistance 
and since then it has been involved in smart grid 
projects across the UK and Ireland. More recently it has 
opened a US office where it has begun work on a project 
with utility company Con Edison. 

“The challenge facing network operators is when 
renewable energy sources such as wind are introduced, 
the output they provide goes up and down,” says 
Managing Director, Alan Gooding. “The operator must 
ensure that when this happens the grid stays within its 
limits.” 

Smarter Grid Solutions provides a range of products and 
services which solve this problem: software to facilitate 
active grid monitoring and management, systems 

analysis, systems integration, deployment and training. 
As such it is typical of the new breed of business which 
supports the roll-out of smart grids in the UK.

“This is a growth area,” adds Gooding. “In the UK the 
driver is the climate change agenda which is seeing 
more renewables sources being brought on stream. In 
the US one of the key drivers is protecting the grid in the 
face of extreme weather.” 

The company requires a range of skills, including power 
systems engineers, software engineers (with experience 
on real time systems) and systems integrators.
Recruitment is aided by Glasgow’s strong engineering 
base and with its origins in a university research project, 
the company has experience of developing the skillsets 
in-house, but it is also looking for software engineers 
with 10 to 12 years of experience. “What we really need 
are people who can go deep into IT systems,” says 
Gooding. 

As Gooding sees it, Smarter Grid Solutions has the 
technology to compete on a world stage, a point 
underlined with a recent agreement to work with US 
smart network platform provider Silver Spring on the 
development of new solutions.

Smarter Grid Solutions

1 .  N E W  P O W E R  N E T W O R K S :  T H E  R E B I R T H  O F  E L E C T R I C I T Y 
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To the average person, talking about space as one of the 
industries of the future where the UK can lead the world 
may seem fanciful. Yet, while the UK has kept its distance 
from high-profile exploration, it has quietly developed a 
leading global role in the business of space – specifically in 
the area of satellite manufacture and technology. It is from 
this platform the UK Government says it wants UK Industry 
to quadruple the revenues of what it calls the space sector 
over the next 16 years. This is a move which will pave the 
way for a huge wave of new opportunities for UK engineers.

Engineering a new Space Age
Patrick Wood is Engineering and Operations Director at 
space and aerospace conglomerate, Airbus Defence and 
Space. He says the growth ahead will be split in the two 
main areas of space industry: space infrastructure and 
space-enabled services – referred to as the upstream and 
downstream parts of the space industry. 

“There is huge potential upstream for companies 
interpreting data from space. This in turn creates 
opportunities for SMEs providing data services,” he says. 

“However, we will also see continued growth upstream as 
the emergence of new services creates demand for new 
infrastructure and the replacement of old systems.”
The new space-enabled services will largely be driven by the 
need to better understand and manage the world around us. 

The need for the Government to protect and support citizens 
by managing floods, monitoring weather systems, mapping 
land use and co-ordinating emergency services is already 
driving substantial demand from the public sector.

The commercial sector is currently a heavy user of space-
enabled technology. This is most obvious in areas such as 
GPS systems, which drive our in–car sat-nav or satellite 
TV. But the scope and reach of satellite enabled consumer 
services is set to grow substantially in the years ahead.

If the satellite market represents the here-and-now of the 
UK space industry, the development of probes, propulsion 
systems and launchers is an important future component 
of the space industry. Here the challenge is not only to 
service the burgeoning satellite market cost effectively but 

Space: the surprising frontier 

2 .  S P A C E :  T H E  S U R P R I S I N G  F R O N T I E R 

The UK has quietly developed a leading global role in the business of space. Copyright Airbus Defence and Space
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to provide the capability to monitor and map space beyond 
the earth’s orbit.

Space for growth
As an industry which combines hi-tech manufacturing, 
the use of new materials, the miniaturisation of hardware, 
as well as the creation of sensors and applications which 
run on satellites, the business of space is tailor-made for 
engineers to make their mark.

If the market for space-related technology and services 
reaches its potential by 2030, it will create 70,000 new jobs.

Although there is no problem marketing the space industry, 
the challenge, says Patrick Wood of Airbus Defence 
and Space, is getting the right people with the right 
qualifications to apply – and people with engineering skills 
are vital to its future.

“Getting highly qualified individuals to apply is not the issue,” 
he says. “There is no shortage of people who want to work 
in the industry. But they need to be able to think in systems 
and engineering terms and apply that to software design.”

Wood says that there are already issues in attracting 
individuals with the right skillsets, for example experience in 
stress and thermal engineering. Equally, software engineers 
and programmers who can work with complex algorithms 
are in high demand. Further down the line, there will be 
substantial demand for technicians.

In fact, looking at the growth projections in the Government’s 
space strategy, it is in the downstream services sector where 
the lion’s share of the future employment will come.

While the turnover for the upstream satellite and 
infrastructure part of the space industry will grow from 
£1bn to £3bn, the downstream segment is expected to 
grow from £8bn to £37bn. Nearly all of this, says a 2012 
report by Kings College London, will be fuelled by degree 
level specialists who can provide software and engineering 
support.

A sector for today 
The Government’s Space Strategy takes a long term view of 
the space industry but jobs for engineers are being created 
today on the back of private and public sector investment.

Here there is a real focus on harnessing engineering 
skills and technology to create the space companies of 
tomorrow. So although space technology is perceived as 
the playground for large aerospace companies, the reality 
is that its future lies in the development and growth of 
SMEs and new players. 

The area around Harwell in Oxfordshire is now established 
as a ‘space’ cluster supporting a broad range of space-
related companies. It is home to the UK Space Agency and 
the Government has invested £24m in the International 
Space Innovation Centre, with the intention of supporting 
entrepreneurs. 

2 .  S P A C E :  T H E  S U R P R I S I N G  F R O N T I E R 

n The space industry generates £9bn in revenues per 
year, supporting 29,000 jobs directly and around 
100,000 in the supply chain.

n The global space market will be worth a projected 
£400bn by 2030. 

n The UK Government is targeting a £40bn industry 
in the UK by 2030 with an interim goal of £19bn 
turnover by 2020.

n Exports make up 22% of the UK space industry 
today. The UK Space Growth Plan targets 60% 
exports by 2030, or around £25bn.

The business of space

All figures sourced from UK Space Growth Action Plan, April 2014The space industry has the potential to create 70,000 new jobs by 2030. 
Copyright Airbus Defence and Space
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Established in 2005, Farnborough-based TISICS 
illustrates the close relationship between the UK’s space, 
aerospace and defence industries. 

The company specialises in developing titanium 
composite products – which combine strength and 
relatively low weight – with a heritage in materials 
research carried out by BP and British Aerospace in the 
1980s for the Horizontal Take-Off and Landing (HOTOL) 
Space plane. That research was later taken up by the 
now-privatised defence research organisation, QinetiQ.

“They decided to pull out of the technology in 2005,” 
says TISICS MD Stephen Kyle-Henney. “That’s when we 
set up as in independent company.”

Initially, TISICS’ focus was on the oil and gas, defence 
and aerospace industries, but in the wake of the 2008 
financial crisis – when companies in most sectors were 
cutting back on R&D – TISICS turned its attention to the 
space industry,  a market that was very little affected by 
the recession. In particular, TISICS was introduced to 
Reaction Engines, designer of the Skylon Space plane, 
and has latterly carried out research for Airbus Defence 
and Space.  

The appeal of titanium composite materials to the space 
industry lies in the combination of strength, low weight 
(40% lighter than high strength steel) and resistance 
to corrosion and high temperatures. As such it is 

well suited to the extremes of space and with launch 
prices currently averaging about £20,000 a kilogram, it 
provides an opportunity to reduce the weight payloads 
and therefore the price. “We see it as a good material for 
fuel tanks, and also the areas around thrusters,” says 
Stephen Kyle-Henney.  

“The main challenge in the space industry is for SMEs 
seeking to supply larger players, where a catch 22 
situation exists. To win the orders you need to prove you 
have a production facility. To build a production facility 
you need orders – or finance.”   

TISICS is currently employing design and development 
engineers along with craftsmen. As Kyle-Henney 
stresses, “it’s hugely important that those with expertise 
in manufacturing components from titanium composites 
also understand the production process: how it will be 
machined and how it will be fitted to the host machine.” 

To meet some of its high-level skills requirement, TISICS 
runs a doctoral programme with Surrey University, 
enabling graduates to work on real engineering projects. 
“It’s a very good scheme based on what it delivers to us 
and the graduates,” says Kyle-Henney. 

The requirements of the space industry have provided 
TISICS with the funding to continue cutting-edge 
research. The next step is the full production of materials 
for space vehicles. 

TISICS – technology which lightens the load for satellites

The Satellite Technology Catapult scheme provides broader 
support for business and academia with a view to enabling 
and accelerating the take up of space technology.

Separately, the Government is committing to £1.2bn of 
investment in European Space Agency programmes over 
the next five years.

It has also invested £21m in a programme to develop low-
cost satellites and start-up investment of £60m in a new 
breed of rocket engine that will reduce launch costs.

Space is set to be a growth industry for many years 
to come, supported by an ambitious Government-led 
programme. Efforts are required now to ensure that 
sufficient skills are available. 
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Digital networks have come such a long way since the birth 
of the internet, it is now hard to imagine a world without 
them. They have made everything from finding a good 
restaurant on your smartphone to running a just-in-time 
supply chain and checking in with an airline much more 
efficient.

However, with that dependency comes vulnerability – not 
just from cyber-attacks but also from system failure. That 
is because when digital networks fail, the economic cost is 
large and the disruption substantial.

If we are already hugely reliant on these cyber security 
measures today, then the growth of networks at the heart 
of manufacturing processes and in the devices we rely 
on for our day-to-day lives will mean that reliance will go 
wider and deeper. As such, cyber security will play an even 
greater role in our daily lives through the next decade. 

An opportunity and a challenge 
For the next generation of engineers, the growth of 
networked devices means that cyber security will become a 
critical element of their skills mix.

As Professor Tim Watson, Director of the Cyber Security 
Centre at the University of Warwick, explains: “cyber 
security is no longer simply about the internet.”

As network-controlled devices become integral to 
manufacturing processes and the function of devices 
which help manage our day-to-day lives, the focus of cyber 
security has widened to maintaining the integrity of the 
physical systems that interface with digital networks. Here 
there are two main areas. 

The first, says Professor Chris Hankin, Director of the 
Institute for Security Science and Technology at Imperial 
College, London, is cyber-physical systems: “Essentially 

Cyber security: 
beyond the internet

For the next generation of engineers, the growth of networked devices means that cyber security will become a critical element of their skills mix.
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this is the integration of computing with physical 
processes.” 

The potential application of these cyber physical systems 
will impact on the way nearly every product we use in our 
day-to-day lives is manufactured and maintained.

And as the concept of cyber security widens out to 
embrace these physical systems, Professor Watson 
believes that will be reflected in demand for engineering 
skills. “We will need engineers, including people with 
expertise in areas such as materials science and 
electromagnetism,” he says. 

The second area of growth is in the “Internet of Things”, 
which will be dominated by devices which communicate 
with each other, without automatic recourse to human 
intermediaries.

This involves convergence between internet and wireless 
technologies and micro-electro mechanical systems and is 
fundamental to the design and roll out of everything from 
smart grids, which we refer to in the first section of this 
report, to smart-medical devices which will automate and 
improve aspects of healthcare. Cyber security has a critical 
role to play here too.

A need for new skills
The design, management and roll out of networked devices 
has profound implications for future demand for cyber 
security expertise.

Our reliance on the internet has already produced a gap 
between the talent we need and the skills which are in the 
workforce today.

While demand for cyber skills is set to grow by 13% per 
year between 2013 and 2017, according to a 2013 study 
for the Department for Business, Innovation and Skills, 
there is already a shortage of people with the knowledge 
and expertise required by industry and the public sector. 
According to the National Audit Office, this gap could take 
20 years to fill.

This impacts not only IT specialists and computer 
engineers, but also the broader engineering community 
because it means they cannot rely on these skills being 
available. 

Instead, as the Government laid out in its 2014 Cyber 
Security Skills report on Cyber Security, engineers will 
need to develop and demonstrate their own expertise and 
knowledge.

Investing In cyber security
With so much at stake, cyber security is the focus of policy 
and substantial investment, which is creating a raft of new 
opportunities to develop these skills.

3 .  C Y B E R  S E C U R I T Y :  B E Y O N D  T H E  I N T E R N E T

n The UK is ranked top of all the G20 countries in its ability to withstand cyber attacks.
n Cyber security breaches cost the UK economy around £27bn per year.
n The Government estimates that the Cyber Security sector will be worth £3.4bn in 2017, up from £2.8bn in 2013.
n 20% of cyber security revenues currently come from exports, the Government wants total export revenue in this 

area to grow to £2bn.
n There are 600 UK headquartered cyber security companies – the leading cluster is based in Malvern, 

Worcestershire.

The business of cyber security

Figures from A Competitive Analysis of UK Cyber-Security report, published by the Department for Innovation and Skills in July 2013
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The convergence between digital networks and physical 
systems is providing opportunities for a new breed of 
cyber security companies. 

A case in point is BAE Systems Applied Intelligence, 
which is offering a ‘military grade’ security solution, 
primarily aimed at enabling operators of critical 
infrastructure – such as power and oil pipelines networks 
and automated manufacturing plants – to protect their 
assets and in particular their industrial control systems.
 
As BAE Systems puts it, the ongoing convergence of 
operating technologies with enterprise IT is enabling 
organisations to drive efficiency by automating key 
processes, but in doing so they are exposed to the 
risks that physical systems can be compromised by 

cyber-attack. This exposure is a potential deterrent 
to companies who might otherwise upgrade legacy 
systems. 

With its Industrial Protect solution, BAE systems focuses 
on protecting control systems – precisely of the kind 
targeted by the Stuxnet computer worm in 2010, 
which disrupted the machines behind Iran’s nuclear 
programme.

“Industrial Protect addresses key areas where traditional 
approaches are proving ineffective, simultaneously 
enabling efficient business processes and protecting 
against the modern cyber threat,” according to Scott 
McVicar, Managing Director for Cyber Security at BAE 
Systems Applied Intelligence.

BAE Systems Applied Intelligence: 
working at the new frontier for cyber security
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The Internet of Things describes the way machines 
and devices connect to each other in order to share 
information and manage performance.

This connectivity, without the need for constant human 
control and interface, is transforming the way we 
manage our homes, factories and even human bodies. 
In medicine, connected devices allow the remote 
monitoring of blood pressure or heart rate.

Devices which monitor heat, humidity, pollution and 
climate allow more effective management of buildings 
and environmental spaces – and will be critical to the 
development of smart grids.

In industry, digital control systems are set to change 
the way in which process controls, tools and service 
information systems are managed.

The Internet of Things

On the publication of its Cyber Security Strategy, the 
Government made a commitment to spend £650m of 
taxpayer’s money to support the National Cyber Security 
Strategy, which aims to improve the cyber security skills 
and capability in the UK. In 2013 the Cabinet Office 
announced an additional £210m through to 2016 so that 
the UK could make faster progress in protecting its cyber 
assets.

Meanwhile, the private sector is making its own 
investment. This year IBM said it had developed a 
partnership of 200 universities across the world to help fill 
the cyber skills gap.

Separately, a growth of smaller businesses in the cyber 

security industry cluster in Malvern, Worcestershire is 
being supported by £500,000 of Government investment in 
research projects to strengthen the sector in the UK.
The most important area for action is around education 
where the Government is supporting future skills 
throughout the education system through the funding of 
competitions, research and apprenticeships.

Despite all of this activity, as Professor Watson points out, 
the supply of skilled people is very much linked to demand 
and that in turn is closely tied to industry, Government 
and public awareness of the key threats and necessary 
counter-measures – and here there is some way to go “and 
we can’t get too far ahead of the demand curve,” says 
Professor Watson.

Cyber security will play an evengreater role in our daily lives through the next decade.
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Whenever you hear or read the words “3D printing” or 
“additive manufacturing” you can be fairly certain that the 
phrase “new industrial revolution” will not be far behind. 

And while sceptics might point out that today only a small 
fraction of commercial manufacturing is carried out using 
additive manufacturing techniques, this rapidly evolving 
technology is already having a profound impact on the way 
that manufacturers work.

In a study released in June 2014, PwC found that two 
thirds of companies it interviewed were adopting 3D 
printing into their processes. The US industrial behemoth 
GE says that by 2020, 50%1 of its products will be touched 
by 3D printing compared to just 10% today.

The opportunity for engineers
The excitement around additive manufacturing comes 

from its potential to redefine nearly every element of the 
manufacturing process as we know it today (see box 2 
below). For this to be successful, engineers need to apply 
their skills and knowledge to the possibilities offered by the 
technology.

Dr Phil Reeves is Managing Director of specialist 
consultancy Econolyst, which advises businesses on the 
application of 3D printing to their organisation. He says 
current skills gaps are not necessarily on  
the shop floor. 

“The main requirement at the moment is at doctoral level 
where we need people to research the technology and 
its applications. After that there is a need for people who 
know how to run and maintain the machines and materials 
and for those with engineering and design experience.”

Additive manufacturing: 
a new industrial revolution

A study by PwC in June 2014, found that two thirds of companies it interviewed were adopting 3D printing into their processes.
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Additional challenges include solving problems of process 
and product consistency which are preventing a move 
towards more complex mixed material printing.

In its 2013 report on technology and skills in the 
aerospace and automotive industries2 the UK Commission 
for Employment and Skills said the impact of additive 
printing would increase demand for engineers to support 
automation of manufacturing, specifically in the area of 
process design engineers and CAD software developers, 
engineers and technicians.

It adds that in the longer term this will translate into 
substantial opportunities for technicians and those 
responsible for making, operating and maintaining additive 
manufacturing machines, powder suppliers and finishing 
companies.

The skills challenge
While 3D printing technology may not be widespread or 
accessible to many businesses right now, Dr Reeves says 
it is vital that manufacturing businesses plan for the future 
and invest in the knowledge and skills to support its use.

Advancements in design and technology will in time make 
additive manufacturing more efficient and productive. 
“Technologies that are not cost effective today, may be 
cost effective next year or in five or ten years and it is very 
important that all businesses understand the long-term 
benefits and implications,” he says. 

This need for new skills comes at a time when, according 
to Semta, the skills body for companies in engineering 
and manufacturing, 82,000 engineers, scientists and 
technicians need to be recruited and trained by 2017.3

Moreover, in the automotive and aerospace industries 

covered by its most recent skills report, it says specific 
skills shortages in additive manufacturing pose a significant 
threat to UK employment growth if left untackled, with 
recruitment difficulties already widespread.

3D printing today
Although penetration of 3D printing in the UK is still in 
its very early stages, it remains an important focus for 
investment by industry and Government.

In both instances the focus is squarely on research and 
development. Here, the aerospace sector is leading the 
way and will have invested £13m by 2016, attracting an 
additional £20.5m of public funds for research work. 

The fact that this represents around a third of R&D spend 
in the aerospace sector gives an indication of the relative 
importance of 3D printing to this industry.4

Elsewhere, the automotive and medical sectors have invested 
£3.5m and £3m respectively. Last year, a further £8.4m of 
investment was made in 18 R&D projects for the technology.

“At the moment, about 80% of the machines in existence 
are used for prototyping and 20% for production,” says  
Dr Reeves. “However, that 20% of machines on the shop 
floor are in constant use.” 

If this all seems rather modest, broader mass-market 
forces are likely to drive up both skills and awareness of 3D 
printing in the coming years.

In the UK, Education policy is now focused on bringing 
3D printers into schools to give students experience of the 
technology throughout the curriculum. And while this will 
lay the foundations among younger generations, falling 
prices in the growing market for consumer 3D printers will 

n The market for 3D printing including all products and services worldwide is now worth $3.07bn.5

n The compound annual growth rate of 34.9% is the highest in 17 years.5

n The project value of the market is expected to rise from $6bn in 2017 to $10.8bn in 2021.5

n A UK Technology Strategy Board report estimates that if technology and adoption reaches its full potential, the 
value of 3D printing could be worth more than $100bn by 2020.6

The future shape of 3D printing
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widen awareness and familiarity further.
“We have a foothold in this technology and it is clear that it 
will grow. Despite that we are already in danger of lagging 
behind,” says Dr Reeves. “It is vital that UK companies 

and also engineers and scientists remain ahead of the 
curve, sustaining investment and building skills which 
will be at the heart of the future of manufacturing in the 
next decade.” 

Additive manufacturing or 3D printing describes the 
creation of three dimensional objects from electronic 
data using a device which deposits layers of material to 
make an object. 

The main benefits for manufacturing are through: 

n Rapid proto-typing – the ability to speed up the 
design process and produce physical models of 
components or devices.

n Short-run production – cost-effective manufacture of 
high-value products or components which are only 
required in a small volume.

n Customisation and innovation – the ability to adapt 
standard designs for specific or new needs – 
particularly important in the healthcare market.

The opportunities ahead are:

n Logistics – reshaping manufacturing processes and  
supply chains to maximise the cost advantages and 
efficiency.

n Large-scale manufacturing – improving the 
technology so it is fast and cost effective enough to 
support volume production.

n Printing materials – understanding the qualities 
of components made by additive processes and 
identifying new ones.

n Improving quality – ensuring that objects created 
by additive manufacturing are of consistently high 
quality.

The transformational impact of additive manufacturing 

The excitement around additive manufacturing comes from its potential to redefine nearly every element of the manufacturing process as we know it today.
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13D printing the new shape of industrial manufacturing, PWC, 2014
2Technology and Skills in the Aerospace and Automotive Industries, UKCES 2013
3Semta/IER Employment Forecasts 2012
4Shaping Our National Competency In Additive Manufacturing – Technology Strategy Board, 2012
5Wohler’s annual worldwide reports 2013 and 2014
6Shaping Our National Competency in Additive Manufacturing, Technology Strategy Board 2012
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Gloucester-based engineering technologies company 
Renishaw is one of the first UK companies to offer 
a metal based 3D printing machine, and a recent 
collaboration with bicycle manufacturer Empire Bikes 
demonstrates the capability of the technology.  

Empire specialises in providing ‘elite’ bicycles and 
using Renishaw’s additive manufacturing technology, 
the company created a Titanium mountain bike frame 
designed to be both strong and 33% lighter than the 
original. 

The additive manufacturing technology enabled the 
company to work on the frame in iterative stages, with 
improvements to the design being made right up until 
the final production stage. Equally important, for a 
company selling to a premium market, the technology 
allowed the production of bespoke frames, with 
one-off versions being as cost effective to produce as 
those manufactured in higher volumes. Customisation 
options include the rider’s name. 

In terms of the structure the frame was made from 
components later bonded together with the 3D printer 
able to handle complex shapes and hollow areas.

Renishaw: leading the application of 3D printing in the UK

Although penetration of 3D printing in the UK is still in its very early stages, it remains an important focus for investment by industry and Government.



21

I E T  O N E S  T O  W A T C H5 .  F O O D  S E C U R I T Y :  S U F F I C I E N C Y  I N  A  C H A N G I N G  W O R L D

Feeding a growing and increasingly affluent population is 
set to be one of the major challenges in the years ahead.
Global population growth will mean increased competition 
for food resources and climate change will impact the way 
we use the land to grow the food we need.

While the United Nations Food Agency says the world will 
have to produce 60% more food by 2050, the UK’s ability 
to feed itself is falling and so its reliance on imported food 
is increasing.

In the face of these challenges, the security of the UK food 
supply is a pressing future issue which the country must 
address today.

A growing role for engineers
David Hobin, an engineering consultant with long 
experience in the food industry working for companies 
such as Heinz and Christian Salvesen, says the ability to 

strike a balance between food production and sustainability 
is at the heart of the food production challenge ahead. 
Getting more for less is critical for reducing the impact on 
the environment.

To understand the extent to which engineering and 
technology is vital to the future of the agri-tech sector, it is 
critical to understand the breadth of the disciplines which 
will drive it forward.

As you would expect, genetics, nutrition, food and crop 
science, plant breeding and industrial or synthetic biology 
play their part. 

But so do other areas which rely on engineering 
knowledge: informatics which gives data-driven insight into 
the way we use land, satellite imaging, remote sensing, 
meteorology and agri-engineering – which combines 
mechanical, civil, electrical and chemical engineering 

Food security: sufficiency 
in a changing world

The security of the UK food supply is a pressing future issue which the country must address today.
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principles to agricultural challenges – will all play a role in 
driving innovation and adoption of new technology.

This drive to develop new ways of doing things is 
particularly vital because, as Hobin points out, some of the 
existing agri-tech solutions like genetic engineering remain 
controversial in the UK.

The skills of engineers are already being applied to the 
sector through precision agriculture. Here the satellites 
combine with the use of advanced agricultural machines 
and soil analysis to map and control the delivery of 
pesticides and fertiliser on the areas of land which need 
them most, or least. 

Another area where engineering is driving change is 
through the use of robotics, which is automating aspects 
of animal husbandry. This includes automated milking – 
facilitated by sensor technology as well as systems that 
would be familiar on factory floors, such as palletising 
robots designed to load straw or animal feed.  

Nurturing a sector with engineering know-how
The essence of the engineering opportunity within the 
sector is the application or adoption of cutting-edge 
technology and processes to this sector as it seeks 
solutions which will drive increased efficiency in the future.

“In many respects these are transferable engineering skills 
of the type that you would also see in, say, the nuclear or 
car industries,” says David Hobin. “However, within the 
industry there will also be a requirement for additional 
knowledge of food biology and chemistry.”  

This is particularly important in the application of 
engineering solutions to specific areas of food production.

That means engineering companies selling services and 
equipment to the agriculture industry will drive demand for 
people with skills and experience in areas such as robotics, 
telecommunications, data analysis, software development 
and mathematical modelling. 

Investment today drives new opportunity
As the Government acknowledged in its 2013 UK Strategy 
for Agricultural Technologies, the fact that few outside of 
the sector understand either the nature or the size of the 
demand for these skills is a major problem to its future 
progress.

But the same strategy – which recognised the agri-tech 
sector for the first time – is putting substantial resources 
into the sector with a view to the UK claiming a future role 
as a world leader in agri-tech.

To address the gap between the high-quality research 
activity and its application into the sector, the Government 
is investing £90m in Agri-Tech Centres of Innovation.

Separately the £70m Agri-Tech Catalyst programme will 
fund projects from the laboratory to the market. 

Outside of the public sector, it is estimated conservatively 
that private sector investment in agricultural R&D is at least 
£100m a year.

As these figures show, there is substantial muscle behind 

5 .  F O O D  S E C U R I T Y :  S U F F I C I E N C Y  I N  A  C H A N G I N G  W O R L D

n The agricultural engineering sector is currently worth £4bn and employs 20,000 people in the UK.1

n The broader agri-food supply chain, from agriculture to final retailing and catering, is estimated to generate 
£96bn in revenues in the UK. It employs 400,000 workers, 16% of the manufacturing total. Exports from the 
food sector total £12bn.2

n Rising demand for food is creating demand not only for the food itself but the technologies that deliver it. The 
OECD estimates that the “bio economy” will contribute $1trillion in gross valued added to member economies by 
2030.3  

n The value of agricultural input sales is currently worth $400bn worldwide.3

Food – an industry hungry for growth
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1Institute of Agricultural Engineering (IAGRE)
2ONS
3Government Agri-tech strategy

Based in Swindon, the Courtyard Partnership uses 
satellite data, GPS positioning and state-of-the-art 
soil analysis to help farmers identify and manage 
variations in soil type across their land. 

A number of data sources are deployed. Satellite 
images and ordnance survey information is used to 
create a map of the farm. Soil brightness – essentially 
the reflected sunlight – is measured by the satellite 

and used to measure soil type and composition.  
The company’s Intelligent Precision Farming software 
tracks the health of crops across the land and all 
this information is fed into digital maps, which are 
compatible with the GPS satellite system. 

Using this information, farmers can alter the amount 
of seed or fertiliser they set down according to the 
particular requirements of different parts of the farm.  

The Courtyard Partnership: smart crop management 

the future of the sector. It is also a sector which simply 
has to grow due to its critical role in addressing the very 
substantial problem of feeding ourselves that we face not 
only in the UK, but in every country in the world.
Engineering in this sector will play an important part 

in providing higher yields sustainably. As such, the 
contribution of engineers will not only help protect the UK 
and the world from the economic impact of ‘food price 
shocks’, it will also assist in securing the wellbeing of 
hungry populations. 
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Robots have been a part of our lives for many years now, 
most obviously in the form of the programmed mechanical 
arms that have automated processes in industries ranging 
from car manufacture to food production.

As robotic technologies are becoming much smarter, 
robotics are set to become a bigger part of our future. From 
the helper in the home, to machines that provide social care 
for the sick or elderly, the race is to produce new breeds 
of robotic machines (see box 2 below) that can help us 
address many of the problems we face in the modern world. 

Rich Walker, Managing Director of research and 
development organisation, Shadow Robots, puts it simply: 

“An ageing society, food harvesting, nuclear 
decommissioning, manufacturing competitiveness: robotics 
is, I think, the only industry that can speak to all of those 
challenges.”  

Engineering opportunities
This wide-ranging potential for robotics has been 
championed by the UK Technology Strategy Board whose 
special interest group on the sector published strategic 
recommendations for what it calls the Robotics and 
Autonomous Systems (RAS) sector in July this year.

The recommendations identify the integration of a 
range of technology, from materials science, electronic 
communications, digital media, artificial intelligence and 
software development, as critical to the future of the sector. 
Key to this future growth is the application of existing and 
new engineering and technical skills within the sector.

If, as recommended by the RAS strategy, the UK opens up 
its infrastructure to international businesses who want to 
test the application of robotics, these skills will be required 
across a range of industries which have yet to fully grasp 
the use of robotics.

Robotics: smart machines 
on the march

As robotic technologies are becoming much smarter, robotics are set to become a bigger part of our future.
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One glaring opportunity for the UK today is in the use of 
robots in manufacturing. Here the UK has a long way to 
catch up on its competitors in Germany and Italy. The UK 
car industry uses just 622 robots per 10,000 workers, 
compared with almost twice that in Germany and Italy, 
according to the International Federation of Robotics. Strip 
out automotive, which typically accounts for about half of 
new robotics installations, and the UK lags further behind 
with just 27 units per 10,000 manufacturing employees 
compared with 137 in Germany, 113 in Italy and 59 in 
France.

The reason for this, according to the British Automation 
and Robot Association (BARA), is partly down to the cost of 
the equipment – which is already falling – and partly down 
to knowledge of how robotics can be used.

The skills challenge
The rise of the robotics industry will create substantial skills 
demand from leading edge R&D to technicians who will 
manage robots in the setting where they are being put to use.

According to the RAS 2020 report, the immediate area of 
need in the UK is for skilled researchers.

“It is vitally important that investment is made at an 
early stage so that innovation is not starved of its primary 
resource. The provision of skilled researchers in RAS 
technologies who can move with confidence between 
academic and industrial organisations is critical to making 
the UK a world leader in RAS,” the report’s authors say.

And while The Royal Academy of Engineering’s report “Jobs 
and Growth” suggests a broad need for 100,000 skilled 
engineers and scientists each year, the growth of the RAS 
market is likely to add to that. This means further demand 
across the skills spectrum, from apprentices to researchers.

To be successful in RAS, the UK will need to attract skills 
from overseas as well as develop its own. But this is set to 
become a highly competitive market. 

The European Commission believes that by 2020, there 
will be 75,000 new jobs at European manufacturers of 
industrial and service robots requiring relevant skills or 
qualifications, as well as 30,000 additional new high-tech 
jobs in robotics and 140,000 new jobs in European service 
industries using a broad variety of service robots.

Robots: coming sooner than you think
With so much to gain, the business of robotics is seeing 
major investment – not just in the UK but across Europe.

In June 2014, the European Commission along with 180 
companies and research organisations announced a 
research and innovation programme for robotics backed 
with €2.8bn investment in an initiative called SPARC. This 
will be the world’s largest civilian programme supporting 
the development of robotics across manufacturing, 
agriculture, health, transport, civil security and households.

n The global robotics market is worth €22bn worldwide and is set to grow to between €50-62bn by 2020.
n The European Commission is targeting a 35% stake of the estimated €43bn industrial robot market, a 65% stake 

in the professional service robot market and a 20% stake in the domestic robot by 2020.
n Increasing the EU share of the global robotics industry to 42% would boost revenue in the sector by €4bn per 

year.1

n For the UK it is estimated that by 2025 it could achieve 10% of a projected global market share of £75bn.2

The future potential for robotics



26

I E T  O N E S  T O  W A T C H

In the UK, the Government has earmarked £35m to 
support the creation of centres of excellence in robotics 
and autonomous systems. These will be established in 
and around universities, innovation centres, science parks 
and enterprise sites to bring together the research base 
and industry. Meanwhile £16m has already been invested 
in 22 university-based robotics programmes in a bid to 
consolidate the UK’s role in robotics research.

Outside of this direct investment, as our profiles of the 
energy and agri-tech sector in this report show, the private 
sector is also playing a role in adopting robotics to support 
the future of these industries.

In February 2014 James Dyson invested £5m in a robotics 
lab at Imperial College London, while at the end of last 
year, life sciences business UCB invested £3m in robotic 
systems for its UK R&D headquarters.

Rich Walker, is optimistic about the UK’s role in robotics 
but says that if we want to succeed, “we need to step up to 
the challenge right now.” 

“Robotics and autonomous intelligent systems are areas of 
science in which the UK has world class expertise, but to 
reap the full benefits for the economy and society we need 
to get better at applying the technology to industry,” he says. 

6 .  R O B O T I C S :  S M A R T  M A C H I N E S  O N  T H E  M A R C H

The definition of what constitutes a robot is 
changing. While they were originally defined as a 
reprogrammable piece of machinery that moves 
tools around outside its body, the new generation of 
robot consists of networked computing machines 
with cameras or force sensors that allow them to 
move around and adapt behaviour according to the 
changing requirements of their environment. There 
are three broad categories of robots:

n Industrial robots – reprogrammable machines used 
in anything from welding, painting and assembly to 
moving objects around on a production line. They 
have been with us for some 50 years and are still 
important enablers of productivity for the future.

n Professional service robots – operate within 
commercial environments and in public sector 
organisations. This category includes machines 
such as cleaning robots, fire-fighting or bomb 
disposal robots. Newer breeds of machines can 
carry out surgical procedures.

n Personal service robots – machines designed to 
operate outside the workplace, often in the home. 
Arguably the most common current example of this 
class is the wave of vacuum cleaner robots that are 
now on sale. But over the next few years robots in 
the home are set to undertake a much wider range 
of tasks, from so-called “nurse-bots” monitoring 
the health and wellbeing of the elderly through to 
controlling light and sound systems. 

What do we mean by robots?
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1Robotics 2020 – Strategic Research Agenda for Robotics in Europe, euRobotics October 2013
2Engineering and Science Research Council 
3RAS 2020 – national strategy for Robotics and Autonomous Systems, Technology Strategy Board 2014

1 Nuclear – building, managing and decommissioning 
nuclear assets and sites more safely and efficiently.

2 Deep mining – improving access to mineral 
resources and reducing the cost of extraction.

3 Marine – managing our new and existing energy 
offshore infrastructure. 

4 Aerospace – the use of unmanned aerial systems.
5 Health and social care – improving surgical 

processes and also helping carry out routine tasks 
for patient care more effectively.

6 Manufacturing – improving manufacturing 
processes and developing robotics co-workers.

7 Agriculture – the deployment of precision farming 
techniques using autonomous systems to monitor 
and manage crops.

8 Above ground energy infrastructure – increasing 
the availability and safety of inspection and 
maintenance. 

9 Transport – the development of intelligent vehicles 
which can support new modes of road transport.

Nine areas where UK can develop a lead in robotics 
and autonomous systems3

Healthcare is an important area of robotics research, not 
least because the converging challenges of an ageing 
population and increasing demands on health budgets 
mean that providers will require new ways to deliver care 
cost effectively.

The solutions range from automated trolleys or 
wheelchairs through to health monitoring systems, 
automated surgical equipment and humanoid ‘nurse 
robots’. 

In the latter area of care-giving robots, there is 
significant potential to improve patient outcomes. 

At the University of Hertfordshire researchers are 
collaborating with the National Autistic Society on a 

humanoid which can help improve the communications 
skills of children and affected by autism. 

Dubbed KASPAR, the robot has simplified human 
features and can mimic facial expressions and gestures. 

By interacting with children, the robot enables a range 
of role playing scenarios aimed at improving social skills 
by helping them to read feelings and moods. KASPAR 
can be controlled remotely but can also play games with 
a degree of autonomy.  

So far, experiments with KASPAR suggest that 
interaction with the bot can drive a greater degree 
of body awareness and sense of self among autistic 
children. 
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Not only does engineering have the potential to power 
the growth of the UK economy as our industries reshape 
and meet the challenges of the future, we also have 
the capability to make a major mark on industry and 
manufacturing around the world.

Equally exciting is the extent to which new jobs will 
emerge, using new combinations of engineering skills in 
the deployment of technology.

But if there is one thing this report makes clear, it is 
that we will miss this golden opportunity unless we act 
collectively to address two fundamental issues around the 
engineering skills base now and in the future.

The first issue is availability of skills. 

In its 2012 report Jobs and Growth, the Royal Academy 
of Engineering suggested 100,000 skilled engineers and 
scientists will be needed to support the economy by 2020. 

We are pleased to be involved in supporting the 
Government with its strategy for addressing this need but 
this report shows we need to work harder and faster to 
meet this target. Without the skills today, the chance of 
creating the jobs of tomorrow is substantially reduced.

Conclusion

The second issue is the diversity of our engineering 
skills base. 

In the research for this report, while we found some 
examples of women breaking through into these sectors of 
the future in a meaningful way, it was clear that this is not 
happening on a large enough scale to make an impact. 

Diversity in its widest sense is critical to competitiveness 
because it helps organisations understand and design 
solutions which meet the needs of the full population. 
Providing different perspectives that people from different 
backgrounds can bring is in itself a trigger for innovation. 

Here at the IET we are pleased to support the 
Government’s Your Life campaign, which aims to address 
the gap in female engineering talent. It is clear that 
diversity is an area where the UK needs to make a more 
concerted effort to change.

This report shows that the money, technical understanding, 
government policy and the will from business is all there to 
support the growth of these industries of the future – all we 
need to do now is get the right people into them as quickly 
as we can.

C O N C L U S I O N

Looking in detail at the potential for each of these 
six industry and technology areas, it is hard not 
to be excited about the future for engineering. 
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